Seventh American Nuclear Society International Topical Meeting on Nuclear Plant Instrumentation, Control and Human-Machine Interface Technologies
NPIC&HMIT 2010, Las Vegas, Nevada, November 7-101,® on CD-ROM, American Nuclear Society, LaGraRgeX, IL (2010)

ASSESSMENT AND QUALIFICATION OF SMART SENSORS

Sofia Guerra’, Peter Bishop™?, Robin Bloomfield*? and Daniel Sheridan®
Adelard" CSR, City Universit§
10 Northampton Square, London EC1V OHB, UK
{aslg,pgb,reb,djs}@adelard.com

ABSTRACT

This paper describes research work done on appesdohjustifying smart instruments, and
in particular, how some of this research has sstekg been applied to the safety substantiation
of such instruments. From a management perspectigeexamine both the issues involved
gaining access to information required for thistification and the necessity for a sustainable
long-term approach for the justification of smaehsors that is acceptable to both suppliers and
customers. From a technical perspective, we exabmtie overall safety justification approaches
and specific techniques that can be used in thigigasion of the instruments’ software. Our smart
device assessment work covered both managemerieeimeical issues. Many of the approaches
that were initially developed in research projelsgs’e now been applied in practice to smart
devices that will be used in nuclear application anticipate that further analysis techniques
developed in our research programme will be deplogduture device assessments.
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1 INTRODUCTION

The nuclear industry is increasingly replacing agak sensors with their digital “smart”
counterparts. Smart sensors can achieve greataraagc better noise filtering together with in-buil
linearisation, and provide better on-line calibwatand diagnostics features.

However, there are often difficulties with the ggfgistification of such instruments. Smart sensors
are a specific form of COTS (commercial off-thedghproducts, which are normally sold as a “black
box” where there is no knowledge of the internalicture or their development process. Nevertheless,
their safety justification, particularly for the meocritical applications, might require knowledgetioe
internal structure and development process. Thdipagion of sensors is made more difficult becatise
software constitutes a valuable intellectual innesit, and the civil nuclear companies purchaseosgns
in small quantities.

Given the difficulty in obtaining replacement argle sensors and the potential benefits of smart
sensors, it is important that the nuclear indudayelops an approach for justifying their use iietyeand
safety-related systems. This paper describes @sdane on approaches to justifying smart instrusjen
and in particular, how some of this work has susftély been applied to the safety substantiatioawh
instruments.

2 MANAGEMENT ISSUES

Over the years we have established relationshifis sdveral smart instrument manufacturers that
have enabled us to obtain design and process iafammand, in most cases, the source code of their
smart instruments. Establishing these relationships a lengthy process spread over many months,
involving several meetings. Once these were estaddi there were fewer difficulties with our reqeest
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for further data on the devices or even the sooodke of other devices. The manufacturers suppleed,
varying degrees, design documentation and additidata such as process and reliability data and
certificates that could be used to support thetgdtdistification of the devices.

This work started as a task in a research projeekplore the feasibility of obtaining the sourcele
and other information that could be used to justifyart instruments.

During our interactions with a range of manufaatsiresome common long-term issues emerged:

» The suppliers expressed concerns about the effidricast required for routine justifications of
smart sensors—the nuclear industry is a small mad®mpared to other sectors, and the expense
might be excessive relative to the potential sales.

» Suppliers are generally in favour of an “assurgreekage” of additional information that is paid
for by the customer.

Some aspects of these long-term issues were addrégsthe development of a tool supported
guestionnaire (that we have recently re-implemefdaethe nuclear industryEmphasis [9]. This reflects
a UK nuclear interpretation of IEC 61508 for smastruments. This tool has the potential to belthsis
of a package that would be used in the qualificatiba smart instrument for a number of application

3 JUSTIFICATION OF SMART INSTRUMENTS: THE UK CONTEXT

The UK has a specific approach to how it assessddieences command, control and protection
systems. Despite the internationalisation of thggkuchain and effective collaboration with intetinaal
agencies (IAEA, OECD), standards committees (IE@®@prking groups (NRWG) and projects to
encourage harmonisation (such as Cemsis [4]) #erestill significant differences between the UKlan
other countries.

The UK Health and Safety Executive (HSE) Safetye&sment Principles (SAPs) [8] are the
primary principles that define the overall appro&xie followed for nuclear installations in the Ukhe
SAPs have been revised in the past few years areddeen brought into line with IAEA guidance.

The SAPs have the following clauses on computeedbaafety systems.

Where the system reliability is significantly depgent upon the performance pf
computer software, the establishment of and compdiavith appropriate standards and
practices throughout the software developmentdyfele should be made, commensurate
with the level of reliability required, by a demdragion of ‘production excellence’ and
‘confidence-building’ measures.

‘Production excellence’ requires a demonstrationerfellence in all aspects of
production, covering initial specification througb the finally commissioned system,
comprising the following elements:

a) Thorough application of technical design practiconsistent with current
accepted standards for the development of softfearomputer-based safety systems,

b) Implementation of an adequate quality assurapmramme and plan in
accordance with appropriate quality assurance atdsd

c) Application of a comprehensive testing progranforenulated to check eveny
system function.
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Independent ‘confidence-building’ should provide imlependent and thorough
assessment of a safety system’s fitness for purpbees comprises the following
elements:

a) Complete and preferably diverse checking of fthally validated productior]
software by a team that is independent of the mys®uppliers, including:

« independent product checking providing a seagchimalysis of the product;

« independent checking of the design and produgti@tess, including activitie
needed to confirm the realisation of the desigeritibn;

[72)

b) Independent assessment of the test programmeriieg the full scope of test
activities.

Should weaknesses be identified in the productioegss, compensating measures
should be applied to address these. The type opeonsating measures will depend on,
and should be targeted at, the specific weaknéssed.

The justification approach used for smart instrunmaeds to be consistent with these clauses to be
acceptable for safety-related systems in the UKHeaudéndustry.

4 JUSTIFICATION APPROACH

There are different strategies that can be deplaydte safety justification of smart sensors. The
three main approaches can be characterised dargta” of

» the use of accepted standards and guidelines
» justification via a set of claims/goals about thistem’s safety behaviour
» aninvestigation of known potential vulnerabilitiglsthe system

This is illustrated in Figure 1.

Goal based
approach
Safety
Justification
Vulnerability Sfa;ﬁgrds
assessment quidelines

Figure 1. The Safety justification triangle

The first approach is based on demonstrating cemgdi to a known safety standard. This is a
common strategy. For example, the UK C&I Nucleatustry Forum (CINIF) sponsored the development
of theEmphasis tool that supports an initial assessment of ccanpk with IEC 61508.

Page 3 of 12



Sofia Guerra et al.

The second approach is goal-based — where speaeifiaty goals for the systems are supported by
arguments and evidence at progressively more ddtkdl/els. This would typically be implemented gsin
Claims-Argument-Evidence (CAE [1]) or goals-strugtg notation (GSN [14]) notations.

The final approach is a vulnerability-based argutmevhere it is demonstrated that potential
vulnerabilities within a system do not constitutprablem. This is essentially a ‘bottom-up’ appioas
opposed to the ‘top-down’ approach used in goaétasethods.

These approaches are not mutually exclusive, aodnzbination can be used to support a safety
justification, especially where the system consitsoth off-the-shelf components and application-
specific elements. More specifically, the requiratfer “production excellence” in the HSE SAPs t&n
met by demonstrating compliance to an acceptalsledatd, while the requirement for “independent
confidence building measures” can be addressed bgnabination of goal-based assessments (e.g.
demonstration of accuracy, reliability, etc.) condad with assessment of potential vulnerabilitieshie
smart device implementation. We have undertakegareh on these alternative justification approaches
and applied this research in the justificationh&ste smart devices for actual nuclear applications.

4.1 Standards Compliance

For the standards compliance, we have assessedetietopment process of a number of smart
instruments. The assessment was support b¥tphasis standards compliance tool. We have also re-
engineered the tool so that it can be used eitiamdalone or via a web-based server, where it ean b
accessed by a standard web browser. While thertuoeus is compliance against IEC 61508 [10], the
tool is database driven, so different sets of assest questions could be used to assess compliance
different standards. The tool allows the smart ckevihanufacturer to provide answers to the questions
and upload relevant supporting documents. A norathatdependent assessor can review the supplier
responses and assess their adequacy. Typicabyasisessment is followed by an audit of the supplie
processes, which will confirm or reject the answgiven by the supplier. The tool provides an ovewi
of the assessments, summarising the number ofigugstnswered and the number of questions that have
been accepted by the assessor.

Usually, an assessment would identify areas whegeetare gaps and weaknesses in the supplier
process. In these cases the tool assessment ikemgmped by other activities such as tests that may
exercise some specific behaviour of the instrumehtonsidered by the supplier’s verification aitis.

4.2 Goal-based Assessment

A goal-based assessment [2] can be used to builfidence that a smart device “does what it says
on the tin”. It may also be used to focus the mnevigf the verification activities performed by the
manufacturer and ensure that all relevant behazi@itributes have been demonstrated, e.g., agcorac
time response.

We have been developing a goal-based approacimiant snstruments that is presented in the form
of set of claims in a safety case, namely that

» the specification of the smart device is adequate
» the smart device behaves according to the spetiifica

The key advantage of a goal-based approach ightbed is considerable flexibility in how the top-
level claims are demonstrated since different tygfesrguments and evidence can be used. For example
the device might not have much product developregitence, and hence a standard compliance case
may be difficult to justify, but it may have extéves field experience and records of field-reportadlts
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that demonstrate reliable operation. So, this mightused as an alternative means of demonstrating
adequate product quality and compliance with sgasttiehaviour.

Alternatively, evidence could be explicitly genedtto demonstrate goal-based claims about
compliance with specified device behaviour suchfasctionality, time response or robustness to
abnormal inputs. This evidence could be generagitigua range of assessment techniques including
static analysis, black-box testing and field exgece (which are considered in more depth in Se&jon

At the moment we are developing an approach thabatwesEmphasis with a goal-based approach.
This approach benefits from being more flexiblentlaastrict rule-based approach, giving rationdbseat
and justification for any gaps in the assessmedtharwv compensation for these gaps has been achieved
Although this approach has not been used to justisfruments for real applications, we expect to
conduct pilot studies of this combined approacthénear future.

4.3 Assessment of Potential Vulnerabilities

There are a range of potential vulnerabilitiesrmag device software that could affect its behaviou
Typical examples might be buffer overflow, numeneerflow or use of non-initialised data. A
vulnerability assessment for a smart device wouwlthrally require access to the source code andnequi
some form of static analysis of the code to idgrdjfecific types of vulnerability.

This type of assessment can increase confidenoe viulnerabilities are found, but it is difficulh t
argue that all possible types of vulnerability hédemn considered. In practice, for smart devicdb wi
low safety integrity target, the software is examdirfor a specific set of vulnerability types (ewhere
the analysis can be supported by tools). So a ralhiledy assessment can be viewed as a means of
challenging a claim that a smart device is adequately safe,if.can help to refute the validity of a smart
device justification (because it does the wrongdhbut it cannot be used as the only support fdamn
that a smart device is safe (i.e., it always dhegight thing).

5 ANALYSISTECHNIQUES

Over the years, the smart sensor manufacturerssiditave built relationships with have provided
us with source code for several sensors. This badebeen the subject of a series of research fgojec
designed to identify and evaluate potential waysapnélysing smart sensor code in order to build
confidence in its correctness. Both goal-basedvaikrabilities-based assessment approaches hawve be
used. We have explored techniques which providermmconfidence in code quality and correctness as
well as techniques aimed at identifying specifidedlaws. Sometimes these two approaches are very
closely related.

51 Smart Sensor Code
The code that we have examined has a number ofalige features:
» assemby language was used in early devices, bati€is found in most modern smart devices

» the code size is small — tens of thousands of lioksode, although this may increase
significantly if the instrument includes fieldbusather type of communication protocols

» there is no distinct operating system — the codeageas the hardware directly
» interrupts are used for device input outputs amihi (so there are concurrent code threads)

These features are not surprising for small, embediystems, but help us to scope the types of
analysis that are suitable. They also place snesn$as at a particular “sweet spot” as far as aimly

Page 5 of 12



Sofia Guerra et al.

research is concerned: the systems are simple krtoulge amenable to a wide variety of techniques,
while still providing real, practical examples whethe outcome of the analysis has value. In the
following sections, we will describe the differdiotms of analysis that have been used to justifgrém
device software.

5.2 Useof Integrity Static Analysisto Detect Potential Vulnerabilities

Integrity static analysis [16] is the use of a mmg static analysis approaches to identify specifi
classes of vulnerabilities. Typically the tools disto perform these analyses can generate “false
positives”. To address the problem of false positiwe adopt a sentencing approach to the statigsima
results as follows:

» Provisional sentencing — based on inspection of dbde associated with the finding, and
classifying the finding according to its perceivagbact.

 Domain expert sentencing — any non-trivial findirg® discussed with the manufacturer to
determine which can be resolved and which are genui

» Final sentencing — the remaining findings are sergé according to impact and likelihood.

The specific techniques applied in integrity statialysis are discussed in more detail in the @exti
below. These techniques are far easier to applyy¢ode than to assembly code as there are a wide ra
of tools that support these analyses. For assecalolg, we have explored an analysis route that wegol
translating assembler to C. This allows us to asagome aspects of the structure of the code tmithg
aimed at C. However, a full translation can beiditt to implement since we lack information abdata
types and structures and control flow in assemlaglecmay violate the constraints imposed on C
programs. For example, we have found differentrabfer subroutines that jump to a shared body of
common assembly code. While some automated codgsaravere performed on assembler code, most
analyses had to be implemented by manual review.

5.2.1 Unsafelanguage constructs

The use of C in smart sensors makes it is easgadlladefined constructs or to write code that is
poorly structured. For higher-integrity devices, hgve seen a trend towards language subsetting (e.g
Misra-C) which removes many of these constructsvéier, we have found that applying C coding style
analysis to code not deliberately written with dsat in mind can still produce useful results. Our
approach has been to use a tool to automate patgntnsafe uses of C constructs and then filter th
results according to their practical impact discagdnany issues which are considered bad styledut
easily be assessed as not affecting the behavidiie aevice.

5.2.2 Control and data flow analysis

Here we look for control flow problems like unreable code and poorly structured code (like using
goto). We also look for potential data flow errors likeading of uninitialised variables or writing a
variable without a subsequent read.

5.2.3 Runtimeerror analysis

This type of assessment covers vulnerabilities [aglarray bound overflows, numeric overflow,
divide by zero and stack overflow (in cases wheg bmited stack space is available).While somsesa
can be detected with simple tools (like possibleesaof divide by zero), automation of such analyses
requires more specialist tools (suchPmbySpace [11]) that use abstract interpretation to deteantime
range of potential values of a variable at run-timbis type of analysis can be resource intensive
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limitting the size of program code that can be ysad. We have applied this analysis to software
performing a critical control application on a reenl plant (but not to a smart device).

5.2.4 Concurrency analysis

Smart sensors are typically structured as simpérumpt-driven devices, without a true multitasking
operating system. Nevertheless, some aspects oficency are particularly important: variables nbay
shared between continuously-executing code anthteeupt handlers, and are subject to a substteof
usual race conditions experienced by concurreng.cotis is illustrated in Figure 2 below, where the
notification of a safety problem within the intgpticode is overwritten when the mainline code resify
different, more trivial problem at the same time.

Main code thread Interrupt handler thread

temp = err_status;

/* interrupt occurs ---> */ void interrupt_handler (void) {
int temp2;

temp2 = err_status;

err_status = temp2 & safety_error;
Return;

/* return from interrupt <--- */ }

err_status = temp & trivial_error;

Figure 2. Exampleinterrupt hazard.

The peculiar nature of interrupt-driven code metliag generic tools and techniques for analysing
concurrent code are not easy to apply. In additem,we are analysing existing code rather than
developing new code, we cannot simplify the coremry analysis by imposing specific rules on the
design of the software—it must be analysed “as is”.

Our initial research in this area was based aranodelling the execution sequences of the code, as
represented by its flowgraph, and combining thithwai model of the interrupt behaviour of the CPU in
question (for example, whether interrupt handlens themselves be interrupted). While generating ver
large models, this approach enabled us to ideh#ifiards such as those shown in Figure 2. We have no
developed a simpler approach which identifies thme hazards based on enumerating the variables
shared between the main code and interrupt haradidriypes of reads and writes that they are sigajec
to.

Another analysis we perform is the identificatidrcode used on multiple threads. A typical case is
where the mainline code and the interrupt codeacattmmon subroutine. Execution of common code in
different threads in C is not a problem as the csldeuld be re-entrant, but if the common routine
manipulates global variables, the data update eamterrupted partway through, so the update can be
corrupted.

We plan to research other types of concurrencytclgli In particular, smart devices often
communicate with input-output systems using a secgief commands sent to a device register (orfset o
device registers). It is important that other thisedo not use the device register set during tgsience.

The analysis would identify the code where thegtegiinteraction sequences are performed and check
they cannot be affected by code executing in dtiveads.

5.3 Formal Proof

Formal verification techniques such as proof ofreciness have traditionally only been applied to
high criticality systems, due to their high cosawéver, in many systems, particularly embeddecesyst
such as smart sensors, only a small fraction ofcthee is performing high criticality functions. Our
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approach, called “focused proof’, makes formal prapplicable at all safety integrity levels. A
combination of techniques is used to achieve #sgjescribed below.

» Use of modern proof tools. For example the Frand® analysis framework [6] with the Jessie
verification condition generator [7] is able to Helrectly with industrial grade C code, and
interface with modern decision procedures suchiessY{15] and CVC3 [5].

» Restricting attention to critical code. A code mwiidentifies the regions of the code which are
directly responsible for the process variable. Tdude may be as little as 20% of the codebase,
and is typically comparatively simple. The codeid¢gfly implements simple scaling and other
transformation functions on the process variablhés Theans it can be proved correct quite easily.

* Independence analysis. The code which deals wéhingeraction, housekeeping, etc., is audited
to identify points of interaction with the criticabde. We can apply a variety of techniques to
show independence, such as code slicing to edtathlet the value of a configuration variable
shown on screen is the same as the value usee loyitical code.

As an alternative to the independence analysis;omid also use testing to exercise the parts of the
code not covered by the formal analysis. This maydiled into an existing test programme already
planned for the device.

For some parts of the code, the approach descaibede may not be sufficient. For example, in one
example that we encountered, a sequence of largjehsstatement was used to determine the device
behaviour in any of several dozen input sensorstypelected by a configuration parameter). Detdngin
the actual behaviour of the device proved difficlit this case, we used partial evaluation techesqu
which specialise a program according to a particsgé of configuration parameter values. By degwin
version of the program specialised to a single tigamsor type (like a particular type of thermodelp
the computation became very clear and was easgalyse. This strategy can be effective when only a
limited number of the device configuration opti@re intended to be used in actual nuclear appicsti

5.4 Black-box Testing

The static analysis approaches described in thégu® sections require access to the source code.
In practice, it may not always be possible to abthe source from a supplier. As an alternativemaesd
assessment, we are researching the options fdt-btactesting. In principle this can be used toleate
all externally observable aspects of behaviour doarthe smart device specification, including:

» functional behaviour (in different configurations)
e accuracy
* response time

» robustness (response to external failure conditibke power interruptions and broken
connections)

» failure integrity (ensuring internal failures aretectable)

In practice, some of these attributes are easiersg@ss than others. For example, assessment of
response to internal failures will require a deidte introduction of a failure condition in the dmy
which could result in permanent damage. To datehaxe focused on the black-box assessment of
functionality and time response.

5.4.1 Functional testing

For the functional testing we have developed theetistage approach shown in Figure 3.
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i Test data _ Test )
Off-line file On-Ilne_,- test result file | Off-line Discrepancy
test data execution testresult  — reports
generator(s) checker

Figure 3. Black-box test phases

We use off-line test generation and checking bexthis gives us additional flexibility. If thereear
errors in the checker, the test result file id stllid, so we only need to fix the checker. In &idd, we
can use a range of different test generation gfiegewithout affecting the design of the onlinet tes
execution system or the off-line result checker.

A number of test generation strategies have bealu&ed, including:

» Test data generated from a formal model of behaviderived from the smart device
specification. The language SAL was used to defieemodel and theal-atg tool was used to
generate test data to cover the different statéiseofodel.

» Statistical tests. This is an approximation of plaansients where the input increases to some
limit with random fluctuations. The test resulencbe used to support claims made in a goal-
based assessment about correct functional behatdoswme specified level of reliability. For
example, 4600 simulated transients without failuesn support a claim of TOfailures per
demand transient to 99% confidence.

 Random tests. These are designed to maximise $stms the smart device by maximising
changes of state which might reveal obscure softwdafects.

Some examples of these types of test data are sinokig. 4 below.

m
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Figure 4. Exampleplant transient and random test data
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We found that the checking of the test resultoimmgicated by inherent non-determinism within the
smart device. This arises because we do not knecigalywhen the smart device will read to the test
input or preciselwhat value the smart device will read in. So if the dnalgvice reads a test value close
to a decision point, multiple responses would Halgiven the specified accuracy and response tivee.
have examined ways of dealing with this (see [3]).

In addition to automated testing, we have lookednatual testing, primarily for testing the user
interfaces used to configure the device. We ueegative testing approach where we attempt to enter
invalid inputs such as:

» The wrong data type (e.g., text rather than numéaction rather than integer)

» The right type but the wrong value (too large, $omall, e.g. use zero or a negative value)
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» Entering correct values in an abnormal order amileating configuration before all values are
completed.

This strategy has proved to be quite effectiveamenling defects in the configuration interface
software (particularly in remote configuration sadte that modifies the smart device via a
communication link).

5.4.2 Timeresponsetesting

While response times are normally included in srdavice specifications, the timing characteristics
can be affected by undocumented features of thet sleace such as

» the input sampling rate
» smoothing or filtering algorithms applied to the@in data sequence

If the smart device retransmits the input valueaasnart device output, there are some relatively
simple ways of establishing the sample rate. Figushows the smart device response to a triangular
input sequence produced by a signal generator.

Figure5. Responseto a triangular input signal

The response is a sequence of “stair steps” andirtteeseparation between steps indicates the sample
rate. We can also see that there is some lag iretrensmitted value as it is not a sharp steptakiés a
while for the transmitted output value to settibeToutput response can become more complex when
input smoothing is enabled, but it is possiblerfeii the smoothing algorithm from the characteristi
response to a define input transient.

5.5 Analysisof Field Experience

Field experience can be a useful means of indep¢raafidence building or of compensation for
gaps in the excellence of production. Operatiothenfield could be viewed as an extended form ¢ be
testing, which can reveal any residual softwaresctsf This would normally require the cooperatién o
the smart device manufacturer to supply data on

» the number of units sold (which may include vasarita basic design)

» defect reports detailing when the defect was replasind the nature of the defect

» evidence that defects have been fixed in lateinsoé revisions

. Lllflf?rmation about the processes used for collectaiyre reports from users and fixing the
efects

This data needs to be assessed to determine fietftback reporting mechanism is adequate and if
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sufficient operating time has been gained to engwemost defects are found and reported.

Given an acceptable data set, typical analysesdacl

 Review of the defects to check that none would haeeously impaired its specified
functionality. This provides evidence for the gqtialbf the smart device development processes
which could supplement a standards compliance sissgs (especially where the compliance
evidence is weak).

» Looking for evidence of reliability growth, i.e.ew defect reports decrease as smart device usage
increases.

We have analysed smart devices with operating esque of up to 10 000 device years where the
field evidence would support claims of a softwar@ ¥ of 100 years. We must however bear in mind
that under-reporting by the smart device userstciaald to over-optimistic estimates of the MTTF.

6 CURRENT WORK AND FUTURE APPLICATIONS

The research we have undertaken has branched mionber of projects on several aspects of the
justification of smart instruments, which consitth justification approaches and analysis teclesqu
The research will continue the development of aialtechniques suitable for the justification ofesta
instruments that are applicable at different intgdevels, including

e static analysis, including an extended form of emrency analysis which take into account
concurrently operating input-output hardware, andthods for estimating worst case time
response

» black-box testing techniques, especially for asagssme-dependent response, robustness to
abnormal input, and failure integrity (where thiduig is external detectable)

» identifying sets of techniques that can be depldgejdistify smart instruments at different levels
of integrity targets and with different types oféable evidence

In addition to our continuing research work, we éndveen involved in the justification of a number
of smart sensors for the nuclear industry in the. UKese justifications have been done for specific
nuclear applications and as part of a pre-quatiicgprogramme of smart instruments.

Several of the approaches we developed in our n@sgaogramme (primarily static analysis and
analysis of field experience) have been succegsiplplied in these justifications. In future jusi#tions,
we intend to use black-box testing as an additionafidence building measure. We have also integrat
our assessment approach with the overall reguldtargework provided by the UK Safety Assessment
Principles. We believe that this work provides gn#icant technical basis for sensor (and otheragv
assessments as well as reducing the resource @jedtpincertainties associated with using suchogsvi

7 CONCLUSIONS

Our smart device assessment work covered both reareayg and technical issues.

 From a management perspective, we examined thesisswolved with interacting with the
suppliers to gain the information needed for thtification. We also addressed the need for a
sustainable long-term approach for the justifiaatad smart sensors that is acceptable to both
suppliers and customers.
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 From a technical perspective, we considered bo#tratlvsafety justification approaches and
specific techniques that could be used in thefjoation of the instruments’ software.

Many of the approaches that were initially devetbperesearch projects have now been applied in
practice to smart device that will be used in naclapplications. We anticipate that further analysi
techniqgues developed in our research programme pdgtentially be deployed in future device
assessments.
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